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Information technology (IT) is integral to the operation of any
organisation. As the mechanism supporting payment systems,
accounting, business processes, information storage, communication
and more, it presents significant opportunities for, and risks to, the
achievement of goals and strategies
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Advances in IT have driven business efficiencies,
better communication, innovation and other
technologies, and spawned new industries and
large corporations. But IT has also been blamed
for high-profile problems, from disrupted
industries and compromised privacy to bungled
pay packets, airline delays and undelivered
efficiency promises. The alluring benefits and
high risks of IT have led to significant research
into its management and the development

of standards for its governance.

Not surprisingly, IT is increasing in importance
on board and audit committee agendas, and
the governance of information technology (also
referred to as IT governance) is now an integral
part of an organisation’s overall governance
requirements and director responsibilities.

Advances in IT have driven business efficiencies,
better communication, innovation and other
technologies, and spawned new industries and
large corporations.

The following questions have been designed as
a guide to assist directors to understand this
important strategic issue and discharge their
responsibilities in relation to their company’s
information assets and technology.

What is information technology
governance?

The Australian Standard for the governance
of information and communication
technology, AS/NZS ISO/IEC 38500:2010,
defines IT governance as:

The system by which the current and
future use of IT is directed and controlled.

Corporate governance of IT involves
evaluating and directing the use of IT to
support the organization and monitoring
this use to achieve plans. It includes the
strategy and policies for using IT within
an organization.

DIRECTOR TOOLS: ORGANISATION

For more information visit companydirectors.com.au 1



INFORMATION TECHNOLOGY GOVERNANCE

There are many definitions but they all have two
key components:

1. Information - some emphasise the importance of
the ‘information assets’, some the communication
of information and others the technology depending
on their perspective. For boards, information
technology, should be considered in the broadest
terms, including the integrity, accessibility, currency,
security and reliability of the information generated
and communicated, and the technology which
supports it.

2. Governance - processes, systems or frameworks
for the evaluation, direction or monitoring of the
function (or organisation) to achieve objectives
and/or strategic alignment.

Good IT governance, like good financial governance,
involves implementing the processes, procedures and
standards necessary to provide the board and other
stakeholders with confidence in the information it
provides. Good IT governance, like the governance of
other plant and equipment assets, also includes assessing
the effectiveness, integrity and robustness of the
technology used.

At board level, IT governance is concerned with the
framework of systems and processes that support
informed decision-making in the usage, investment
and security of IT assets.

Despite the increasing importance of IT to all aspects of
business, and the expectations on directors to be diligent
in all areas of governance, research by Deakin University
indicates that even Australian corporations with good
governance of IT at management level, fail to implement
it well at board level.

Most organisations appear to adopt IT governance
policies but these are not well understood by

their executives. Effective IT governance requires
communication between governance policy decision-
makers and those who execute it through the frequent
use of mechanisms known to be effective within

an organisation.

Examples can include senior management
announcements, committees, or intranets with
documented policies and procedures that communicate
the respective roles and responsibilities of various
business and IT functions.

Consulting firm, PwC, attributes a poor understanding of
IT governance among boards globally to an IT confidence

gap —a combination of a lack of knowledge about IT and

a lack of processes to assist them.
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Why is information technology governance
important to directors and boards?

The collection, processing, accessing, communication,
reporting and security of information is essential to
every organisation; information technology is essential
in performing these functions in any business. Therefore,
the oversight of information technology is essential to
good corporate governance.

How does a board fulfil its role in IT governance?

The time and focus a board devotes to IT governance
will depend on many things including organisation size,
maturity, industry and strategic direction. The basic
steps, however, are the same:

1. Skills and experience - Do the senior management
team have enough capability to oversee IT risk and
compliance, manage IT projects, etc. Does the board
have enough capability in IT to challenge management
on technology issues (e.g. cybersecurity, digital
disruption) and make informed decisions? Does
the board include IT in its professional development
program for directors?

2. Understand the role of IT in your business - How does
IT currently support and enhance your business?
How is IT managed and who are the stakeholders
(and who manages them)? Is it integrated and
efficient? Is it secure?

3. Understand the opportunities and risks - How is IT
used by others in the industry? How would users like it
improved? What opportunities does IT present? Does IT
promote or stifle innovation or communication?

What are the risks and how can they be mitigated?

4. Fit IT to strategy and strategy to IT-Does IT,
including technology and human resources, have the
capability required for your objectives and strategy?
Do strategy execution plans and budgets include
appropriate time frames and costs for IT?

5. Governance and monitoring - How does the board
perform its oversight of IT? What are the controls and
reporting? What are the performance indicators?
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How can a director assess the effectiveness
of information technology governance?

A good starting point is for directors and boards to
self-assess their IT governance practices by asking
questions such as:

+ Is the board regularly briefed on the IT risks to
which their organisation is exposed?

+ Is IT a regular item on the agenda of the board
and is it addressed in a structured manner?

« Does the board articulate and communicate the
business objectives for IT alignment?

« Does the board have a clear view on the major
IT investments from a risk and return perspective?

+ Does the board obtain regular progress reports on
major IT projects?

+ Is the board getting independent assurance on the
achievement of IT objectives and the containment
of IT risks?

+ How does the board perform its oversight of IT?
What are the controls and reporting?

+ What are the performance indicators?

Are our information technology investments
cost effective and reducing risk?

No matter the size of the organisation, or the complexity
of its information systems requirements, investment in IT
systems is likely to be significant enough to require board
approval. Investment in IT systems is not cost effective,
and presents significant risks, unless it meets the four
criteria below.

Consider the following aspects in evaluating cost
effectiveness and risk mitigation:

1. Are investments aligned with and supporting the
board’s strategy? Operations, marketing, accounting,
in fact, almost every function of an organisation, can
be enhanced or constrained by IT. Consequently, a
board’s strategy can be enhanced or constrained by
IT. IT can also be integral to strategy, for example by
providing competitive advantage, monitoring trends

or supporting innovation. IT is also the means by which

a company’s competitors may disrupt established
markets; a threat which boards need to be ever

vigilant of, and guarding against, through encouraging

their own ongoing innovation. Importantly, IT provides
much of the information from which boards develop
and monitor strategy, it underlies the integrity of that
information and therefore the strategy overall.
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2. Do investments in IT enable risk management
and compliance requirements to be met?
Collecting, collating and reporting of information is
required for compliance with numerous regulatory
requirements, and for management and oversight.
This information must be accurate and timely;
therefore, IT systems must not only produce the
required output but also provide the assurance as
to its accuracy and completeness. IT systems can
be used to manage risk in many areas of business.

3. Do investments in IT support business continuity?
Loss of information or failure of information
technology can be damaging to profits and/or the
long-term viability of an organisation. IT governance
processes should enable the organisation to protect
itself not only from accidental loss but also the
accidental or improper dissemination of information.

4. Will investments provide or enable appropriate
security and management of information?
Hackers and viruses are also significant and real risks
for many organisations, IT systems should provide
sufficient protection for information assets. Equally
IT must provide efficient storage and dissemination
of information to those that need to use it.

Do boards and directors need to be IT literate to fulfil
their duties? Boards use various resources to fulfil all
their corporate governance duties including advisors,
committees, auditors and the skills of the directors.
However, in the Centro case, Middleton J found that
“Directors cannot substitute reliance upon the advice of
management for their own attention and examination
of an important matter that falls specifically within the
Board’s responsibilities as with the reporting obligations”.

As such, if IT has the potential to have a significant
impact on an organisation, it is wise for boards and
directors to have sufficient IT literacy to critically
examine information about IT and, if needed, know what
further information should be requested. The level of
knowledge required is dependent on the level of strategic
importance to the organisation and other IT governance
measures in place.
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Some questions that may uncover information
technology issues

+ How often do projects fail to deliver what they promised?

+ Are end users satisfied with the quality of IT-related
services?

- Are sufficient resources, infrastructure and
competencies available to meet strategic objectives?

« What has been the average overrun of operational
budgets? How often and how much do projects go
over budget?

« How much of the IT effort goes to ‘fire-fighting’,
rather than enabling business improvements?

Like all the other specialist areas of an organisation

that a board has oversight for, a detailed knowledge

is not required to exercise good corporate governance,
and the basics can be explained in plain English, when
directors have a broad understanding of the key concepts
to further question and probe as required. In most
organisations, good IT governance does not require

high levels of IT literacy. Instead, it requires sufficient
understanding to ask the right questions of management
and advisors, although the expectations of IT literacy
may increase in the future as technology continues to
evolve at a rapid rate.

As part of their strategy formulation, boards may
seek briefings, either from internal staff or external
advisors on:

+ Existing and emerging technologies relevant to the
organisation

+ IT capabilities (technology and human resources)
of the organisation

+ Industry and competitor use of IT
« Emerging IT trends and capabilities
+ Risks related to the organisation’s information assets

+ Risks related to the organisation’s information
technology.
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What about cybersecurity?

Cybersecurity is focused on protecting computer systems
and their components—including hardware, software
and data from attack, unauthorised access or being
otherwise damaged or made inaccessible. It is now an
integral part of IT governance as data centres, websites,
programs, servers or accounts can all be exploited
through cyberattacks.

Cybersecurity has come under intense media scrutiny
due to the rapid development of cyber risks in both size
and number, and the degree of impact on individuals,
governments and organisations worldwide. In Australia,
the Australian National University, Australian Bureau
of Statistic, Bakers Delight, Bank of Queensland and
Medicare are among the many organisations subjected
to cyber-attacks or data breaches in recent years.

Given the regularity of reports of data breaches and
cyberattacks, boards cannot claim lack of awareness of
the risk to their organisations. As such, directors need
to have a general understanding of cybersecurity risk
and what it means for their oversight responsibilities,
as cybersecurity has now become another risk to be
managed as part of the overall enterprise-wide risk
management framework rather than just an IT issue.

As an example of the importance of cybersecurity,
APRA-regulated entities are now required under
Prudential Standard CPS 234 on Information Security
to ensure their resilience against information security
incidents. CPS 234 requires APRA-regulated entities to:

+ clearly define information-security related roles and
responsibilities;

+ maintain an information security capability
commensurate with the size and extent of threats
to their information assets;

+ implement controls to protect information assets
and undertake regular testing and assurance of
the effectiveness of controls; and

« promptly notify APRA of material information
security incidents.

The Australian Securities and Investments Commission
(ASIC) has also issued useful reports on cybersecurity to
inform organisations and boards on cybersecurity issues
to foster cyber resilience good practices.
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The first of these practices is board engagement
under which:

Boards take ownership of cyber strategy and ensure
it is reviewed on a periodic basis to assess progress
against success measures outlined in the strategy.
Measures include time to detection, speed of
response and recovery process.

Thus, the board’s role in cybersecurity involves oversight
of appropriate risk mitigation strategies, systems,
processes and controls. For organisations where
cybersecurity is a major risk, it may be advisable to have
a director who understands technology and its associated
risks, or who has a background in cybersecurity to

review and challenge the information presented by
senior management.

What happens if we have a data breach?

A key element of cybersecurity involves what happens
in the event of a data breach. Not all data breaches are
IT related, but IT systems are the major the major locus
of failure. Under the Notifiable Data Breaches (NDB)
scheme, organisations regulated under the Privacy Act
1988 (Cth) are required to notify affected individuals and
the Office of the Australian Information Commissioner
(OAIC) when a data breach is likely to result in serious
harm to individuals whose personal information

is involved in the breach. These are referred to as
‘eligible data breaches’ and include situations such as:

+ a device containing customers’ personal information
is lost or stolen;

+ a secure bin falls off the back of a truck spilling
sensitive files onto the road;

+ a database containing personal information
is hacked; or

+ personal information is provided to the wrong
person by mistake.

An organisation that suspects an eligible data breach
may have occurred must undertake a reasonable and
speedy assessment to determine if the data breach

is likely to result in serious harm to any individual
affected and thus trigger the organisation’s notification
obligations.
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Organisations may have other obligations outside of
those contained in the Privacy Act that relate to personal
information protection and responding to a data breach.
These may include other data protection obligations
under state-based or international data protection laws.
For example, Australian companies may need to comply
with the European Union’s (EU’s) General Data Protection
Regulation (GDPR) if they have an establishment in the
EU, if they offer goods and services in the EU, or if they
monitor the behaviour of individuals in the EU.

Nearly all data protection regulation across the world
calls for rapid notification of both the relevant authorities
and the people and businesses affected by the breach.
There are heavy fines imposed for the failure of an
organisation to make such notification. Under the

NDB scheme, data breaches affecting certain categories
of information, other mandatory or voluntary reporting
schemes may exist. For example, entities might consider
reporting certain breaches to:

+ law enforcement bodies;

+ Australian Securities & Investments Commission (ASIC);
+ Australian Prudential Regulation Authority (APRA);

+ Australian Taxation Office (ATO);

+ Australian Transaction Reports and Analysis Centre
(AUSTRAC);

+ Department of Health;

+ State or Territory Privacy and Information Commissioners;
+ professional associations and regulatory bodies;

+ financial services providers; and/or

+ insurance providers.

Therefore, boards must ensure that as part of its

IT governance responsibilities it has plans in place in

the event of a data breach to ensure the organisation
responds appropriately.
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How can directors improve their information
technology governance?

The first step to improving IT governance is a review

of existing competencies and capabilities within the
organisation and at board level. Steps that can be taken
to improve IT governance include:

Improving director competency through appointment
of new directors or education of the existing ones with
the appropriate IT skills and expertise;

Extending or making more explicit the responsibilities
of existing board committees - for example, audit
and risk;

Establishing an additional committee or advisory group
with particular focus in this area - a strategy adopted
by boards with high reliance on IT capabilities;

Reviewing audit arrangements, including the role
and scope of internal/external audit arrangements; and

Reviewing the range of delegations established by the
board and formalising responsibility and accountability
for IT management - for example, designating a chief
information officer (CIO).

About us

The Australian Institute of Company Directors (AICD) is committed to strengthening society through world-class governance.
We aim to be the independent and trusted voice of governance, building the capability of a community of leaders for the benefit

of society. Our membership includes directors and senior leaders from business, government and the not-for-profit (NFP) sectors.
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Disclaimer

This document is part of a Director Tools series prepared by the Australian Institute of Company Directors. This series has been designed to provide general
background information and as a starting point for undertaking a board-related activity. It is not designed to replace legal advice or a detailed review of the subject
matter. The material in this document does not constitute legal, accounting or other professional advice. While reasonable care has been taken in its preparation,
the Australian Institute of Company Directors does not make any express or implied representations or warranties as to the completeness, currency, reliability or
accuracy of the material in this document. This document should not be used or relied upon as a substitute for professional advice or as a basis for formulating
business decisions. To the extent permitted by law, the Australian Institute of Company Directors excludes all liability for any loss or damage arising out of the use
of the material in this document. Any links to third-party websites are provided for convenience only and do not represent endorsement, sponsorship or approval of
those third parties, or any products and/or services offered by third parties, or any comment on the accuracy or currency of the information included in third party
websites. The opinions of those quoted do not necessarily represent the view of the Australian Institute of Company Directors.
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