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The boards of all Australian organisations have a 
central role to play in ensuring that key 
organisational data is viewed and treated as a 
strategic asset, and this asset is protected and 
harnessed in a manner that meets regulatory 
requirements and stakeholder expectations.

Key organisational data is increasingly the foundation 

of effective business operations, strategy and risk 

management. When used effectively, data can enhance 

productivity, improve products and services, drive financial 

returns, and support the monitoring and management of 

risks. It is, however, vulnerable to theft, manipulation and 

inappropriate use.  

Effective data governance at the board level not only 

ensures that key organisational data is viewed and treated 

as a strategic asset, but is also foundational to protecting 

this key asset, meeting regulatory requirements, and 

preserving stakeholder trust.

The publication Data Governance Foundations 
for Boards recognises that board oversight of data 

governance, cyber security resilience and the oversight of 

AI (artificial intelligence) go hand in hand.

1  For more information visit aicd.com.au

https://www.aicd.com.au/good-governance/it/data-governance/data-governance-foundations.html
https://www.aicd.com.au/good-governance/it/data-governance/data-governance-foundations.html
https://www.aicd.com.au/good-governance/it/data-governance/data-governance-foundations.html
http://aicd.com.au


 

The following outlines the key points from Data 
Governance Foundations for Boards and lists the Top 10 

questions for directors to ask to assist in overseeing data 

governance at the organisation.

Regulatory obligations
 • Oversight of data governance forms part of directors’ 

existing fiduciary duties under both common law and 

the Corporations Act 2001 (Cth).

 • Boards should also have oversight of how the 

organisation meets its key regulatory requirements 

relevant to data, including the Privacy Act 1988 (Cth).

PRINCIPLE 1:  
Key organisational data is a 
strategic asset
 • Boards should promote the effective use of key 

organisational data as a significant business enabler.

 • A robust data strategy aligns data governance 

practices with organisational priorities, supporting 

growth, innovation, regulatory compliance and 

stakeholder expectations.

 • To be effective, AI systems require high-quality data 

that is accurate, complete, consistent and timely.

PRINCIPLE 2:  
Define clear data governance 
accountability
 • Clear roles and responsibilities form the foundation of 

effective data governance.

 • Comprehensive and clear board reporting – including 

engagement with management and updates on 

emerging trends – supports board oversight of data use 

and protection.

 • External providers play a growing role in data collection, 

management and protection, and boards should 

have visibility over these providers’ data handling and 

protection settings.

PRINCIPLE 3:  
The data lifecycle and effective 
risk management
 • Identify the key data the organisation holds, including 

where it resides, how it is utilised, who has access 

to it and how it would impact business operations 

if compromised.

 • A data governance framework is a key mechanism by 

which the boards of all organisations can effectively 

oversee data management practices.

 • There are practical and low-cost controls that all 

organisations can utilise to mitigate risks associated with 

the data lifecycle.

PRINCIPLE 4:  
Empower a data-driven 
organisational culture
 • Boards set the tone from the top for a data-driven 

culture through championing the effective, ethical, and 

secure use of data – including in board decision making.

 • Education and training are essential for directors and 

staff to apply data effectively and foster an analytics 

mindset that promotes informed decision making, while 

managing associated risks.

 • Boards should promote data-informed decisions, 

including supporting organisational investments 

to use data to drive performance, innovation, and 

risk management.

PRINCIPLE 5:  
Enable effective data incident 
response and recovery
 • The board and management should proactively plan for 

a variety of plausible data incidents.

 • A clear and transparent approach to communications 

with impacted individuals and other stakeholders is 

key to mitigating reputational damage, complying 

with regulatory requirements and facilitating an 

effective recovery.

 • Data incidents can be an opportunity for organisations 

to substantially improve data governance practices.
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Top 10 Director Questions
1. Has the board reviewed a data strategy that clearly 

outlines how the organisation will enhance the 

collection, management and use of data?

2. Does the organisation have the resources needed 

to implement data initiatives or effectively harness 

existing data?

3. Does the board understand its oversight role in data 

governance, including via board committees? 

4. Does the board understand the role of key external 

providers in the organisation’s data governance?

5. Does the board understand what data the organisation 

collects, generates, holds and discloses, why it is 

collected, and where it is held? 

6. Does the board understand the data security controls 

deployed by our organisation as well as by our key 

digital providers? 

7. Do we as directors use key business data and analytical 

approaches to inform our decision making? 

8. Does the organisation understand our stakeholders’ 

expectations for how we collect, protect, use and 

disclose their data? 

9. Does the organisation have an incident Response 

Plan that is regularly tested and uplifted following 

simulation exercises?

10. In the event of data loss or theft, how will we 

communicate with customers, notify regulators, 

and meet our Notifiable Data Breaches (NDB) 

scheme requirements?

Case studies and director 
reflections contained in Data 
Governance Foundations 
for Boards
FITTED FOR WORK
Data is central to charities demonstrating impact and 

securing financial stability

CAR GROUP
A data-driven culture should be underpinned by robust 

data governance

RAMSAY HEALTH CARE
At the heart of a data-driven culture is a foundation of 

clear data accountability

CARMEL MULHERN GAICD
The board has a key role to play in effecting sound 

data governance

FIONA PEARSE FAICD
Sound risk management is a precondition for effectively 

harnessing data

COLES GROUP
Enhancing an organisation’s data capability can improve 

performance and competitiveness

AICD resources on cyber 
security and AI
The AICD has also prepared resources on cyber and 

artificial intelligence which, together with this data 

governance publication, can support organisations in 

strengthening their overall technology governance.

 • Cyber Security Governance Principles (2024) 

(in partnership with the Cyber Security Cooperative 

Research Centre)

 • Governing Through a Cyber Crisis (2024) 

(in partnership with the Cyber Security Cooperative 

Research Centre and Ashurst)

 • Directors’ Guide to AI Governance (2024) 

(in partnership with Human Technology Institute at the 

University of Technology Sydney)
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JOIN OUR SOCIAL COMMUNITY

ACKNOWLEDGEMENT OF COUNTRY
The Australian Institute of Company Directors, Melbourne Business School and Allens acknowledge the Traditional Custodians of 

the Lands on which we are located and pay our respects to the Elders, past and present. We acknowledge the First Nations people 

across this Country and recognise their unique cultural and spiritual relationships to the Skies, Land, Waters, and Seas and their rich 

contribution to society.

ABOUT AICD
The Australian Institute of Company Directors is committed to strengthening society through world-class governance. We aim to be 

the independent and trusted voice of governance, building the capability of a community of leaders for the benefit of society. Our 

membership includes directors and senior leaders from business, government and not-for-profit sectors.

ABOUT MBS
Melbourne Business School is home to Australia’s best MBA and business analytics degrees, as well as executive education courses 

for professionals and custom solutions for organisations. As part of MBS, the Centre for Business Analytics was founded in 2014 to 

address the worldwide demand for AI and analytics research, knowledge and education. To learn more and engage with the Centre 

for Business Analytics, please visit our website.

ABOUT ALLENS
Allens is a leading international law firm with a long-standing reputation for shaping the future through pioneering legal work, 

regulatory insight, and a commitment to impact across the community. Our firm has a strong track record advising on high-stakes 

digital initiatives – from data governance and the responsible use of AI, to complex tech procurement, large-scale transformation 

projects, and cyber risk management and incident response. We bring sharp legal insight and deep sector knowledge to help clients 

deliver with clarity and confidence in an evolving digital landscape.

DISCLAIMER 
The material in this publication does not constitute legal, accounting or other professional advice. While reasonable care has 

been taken in its preparation, the AICD, MBS and Allens do not make any express or implied representations or warranties as to 

the completeness, reliability or accuracy of the material in this publication. This publication should not be used or relied upon as a 

substitute for professional advice or as a basis for formulating business decisions. To the extent permitted by law, the AICD, MBS 

and Allens exclude all liability for any loss or damage arising out of the use of the material in the publication. Any links to third-party 

websites are provided for convenience only and do not represent endorsement, sponsorship or approval of those third parties, any 

products and services offered by third parties, or as to the accuracy or currency of the information included in third-party websites. 

The opinions of those quoted do not necessarily represent the views of AICD, MBS or Allens. All details were accurate at the time of 

printing. The AICD, MBS and Allens reserve the right to make changes without notice, where necessary.

COPYRIGHT 
Copyright strictly reserved. The text, graphics and layout of this guide are protected by Australian copyright law and the comparable 

law of other countries. The copyright of this material is vested in the AICD. No part of this material may be reproduced or transmitted 

in any form, or by any means electronic or mechanical, including photocopying, recording or by any information storage and retrieval 

systems without the written permission of the AICD.
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