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PRINCIPLE 1:  
Key organisational data is a 
strategic asset

  Understand what is the current, and future, key 

organisational data that will move the needle for the 

organisation and customers/clients.

  Form a view on the capability of the organisation, 

including staff, to effectively use data.

  Identify where improvements in data collection and 

use can be made, including through the use of low-cost 

and accessible data analytics tools.

  Support strategic investments and initiatives to 

build data capability, including the capacity of staff/

volunteers to use analytical methods.

PRINCIPLE 2: 
Define clear data governance 
accountability

  Ensure there is a senior manager with responsibility for 

key elements of data governance.

  Consider whether a director, or group of directors, 

should have a more active role in data management 

and cyber security oversight.

  Identify key digital providers and understand their data 

management and handling practices and controls.

  Work with management to develop a targeted number 

of metrics on data use and data risk controls.
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PRINCIPLE 3:  
The data lifecycle and effective 
risk management

  Map key data flows and datasets and identify where 

this data is stored and who has access to it.

  Where possible, invest in cyber security enhancements, 

such as storing key data and systems with reputable 

cloud providers or migrating key functions to software 

as a service (SaaS) providers.

  Use secured devices for collection and storage of data, 

rather than rely on individual’s personal devices.

  Minimise the collection of sensitive personal 

information and promptly delete it when no 

longer required.

PRINCIPLE 4:  
Empower a data-driven 
organisational culture

  Invest in basic data literacy training for all staff, and 

volunteers where appropriate, focusing on practical 

applications rather than technical complexity.

  Identify data champions who can advocate for 

data solutions, monitor risk settings and support 

their colleagues.

  Create visible wins by selecting one business challenge 

to solve through data, demonstrating tangible benefits 

that build enthusiasm.

  Lead by example through asking for data analysis and 

reference data in decision making.

  Celebrate and recognise employees and volunteers who 

use data effectively to improve processes or outcomes.

PRINCIPLE 5:  
Enable effective data incident 
response and recovery

  Prepare a Response Plan that covers critical cyber 

security and data incidents.

  Conduct a simulation exercise, war game or 

hypothetical exercise to test various scenarios against 

the Response Plan.

  Communicate honestly, clearly and empathetically with 

impacted stakeholders.

  Consider whether compensation, such as product or 

service discounts, for impacted customers/clients may 

assist in rebuilding reputation.

  Learn from the incident and take practical steps to 

improve data governance practices.

Data Governance Foundations for Boards includes a 

case study on how a board of a charity has overseen 

data governance improvements.

Fitted For Work – How data is central to 

demonstrating impact and securing financial stability.
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ACKNOWLEDGEMENT OF COUNTRY
The Australian Institute of Company Directors, Melbourne Business School and Allens acknowledge the Traditional Custodians of 

the Lands on which we are located and pay our respects to the Elders, past and present. We acknowledge the First Nations people 

across this Country and recognise their unique cultural and spiritual relationships to the Skies, Land, Waters, and Seas and their rich 

contribution to society.

ABOUT AICD
The Australian Institute of Company Directors is committed to strengthening society through world-class governance. We aim to be 

the independent and trusted voice of governance, building the capability of a community of leaders for the benefit of society. Our 

membership includes directors and senior leaders from business, government and not-for-profit sectors.

ABOUT MBS
Melbourne Business School is home to Australia’s best MBA and business analytics degrees, as well as executive education courses 

for professionals and custom solutions for organisations. As part of MBS, the Centre for Business Analytics was founded in 2014 to 

address the worldwide demand for AI and analytics research, knowledge and education. To learn more and engage with the Centre 

for Business Analytics, please visit our website.

ABOUT ALLENS
Allens is a leading international law firm with a long-standing reputation for shaping the future through pioneering legal work, 

regulatory insight, and a commitment to impact across the community. Our firm has a strong track record advising on high-stakes 

digital initiatives – from data governance and the responsible use of AI, to complex tech procurement, large-scale transformation 

projects, and cyber risk management and incident response. We bring sharp legal insight and deep sector knowledge to help clients 

deliver with clarity and confidence in an evolving digital landscape.

DISCLAIMER 
The material in this publication does not constitute legal, accounting or other professional advice. While reasonable care has 

been taken in its preparation, the AICD, MBS and Allens do not make any express or implied representations or warranties as to 

the completeness, reliability or accuracy of the material in this publication. This publication should not be used or relied upon as a 

substitute for professional advice or as a basis for formulating business decisions. To the extent permitted by law, the AICD, MBS 

and Allens exclude all liability for any loss or damage arising out of the use of the material in the publication. Any links to third-party 

websites are provided for convenience only and do not represent endorsement, sponsorship or approval of those third parties, any 

products and services offered by third parties, or as to the accuracy or currency of the information included in third-party websites. 

The opinions of those quoted do not necessarily represent the views of AICD, MBS or Allens. All details were accurate at the time of 

printing. The AICD, MBS and Allens reserve the right to make changes without notice, where necessary.

COPYRIGHT 
Copyright strictly reserved. The text, graphics and layout of this guide are protected by Australian copyright law and the comparable 

law of other countries. The copyright of this material is vested in the AICD. No part of this material may be reproduced or transmitted 

in any form, or by any means electronic or mechanical, including photocopying, recording or by any information storage and retrieval 

systems without the written permission of the AICD.
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