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Members of the Australian Institute of Company Directors (AICD) and the Australian Information Security Association (AISA) were 

invited to take part in an online survey between 9 – 27 May 2022. A total of 856 practicing directors participated in the survey and a 

complete list of questions and results can be found here). Participation was on a voluntary basis with no incentive given.  Sectoral 

response rates were largely in line with the composition of the AICD membership. 

Methodology

This survey also uses Annual Turnover to define the size of 
organisation:

Q: With regard to your primary Directorship, is it with a…

11%

43%

36%

7% 3%
Publicly listed Australian
entity

Private / non-listed
Australian entity

Not-for-profit entity

Public sector /
government body

Overseas entity

Size Annual Turnover % of sample

Small Under $10 million 46%

Medium $10 – 250 million 39%

Large Above $250 million 15%
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Main Findings
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Demographics

Q. Are you…?

70%

30%

0%

Male

Female

Other / non-binary

Q. What is your age?

2%

9%

28%

41%

19%

2%

18 - 34

35 - 44

45 - 54

55 - 64

65 - 74

75 or over
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Organisational Characteristics
Q. Please select any of the below characteristics that might apply to your organisation. 

36%

22%

17%

11%

8%

6%

Holds sensitive customer, client, or member information

Holds customer financial information

Service provider to government

Generates or holds research-based intellectual property or trade
secrets

Provider of critical infrastructure

None of the above



© Copyright Australian Institute of Company Directors or its licensors 2022. All rights reserved under Australian and foreign laws. 2021/22 V1 Strengthening society through world-class governance  | 7

Director Skill Level

Q. Thinking about your position as a director, how skilled are you in 
understanding how cyber security affects your organisation?

2%

9%

18%

54%

18%

Very unskilled

Somewhat unskilled

Neither unskilled nor skilled

Somewhat skilled

Very skilled

Q. You said that you were [very/somewhat] skilled in understanding how 
cyber security affects your organisation. Please select any relevant 

qualification or experience that form the basis of your skill level. 

26%

24%

15%

14%

14%

6%

Professional
experience

Self-education

Course or seminar

Peer education

Formal education

Other
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Level of Investment
Q. In the past 12 months, how has the level of investment in the below activities changed in your organisation?

0%

0%

22%

44%

32%

1%

0%

0%

24%

41%

33%

1%

Significantly decreased

Somewhat decreased

Stayed the same

Somewhat increased

Significantly increased

Unsure
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Reasons for Increased Cyber Investment
Q. Over the past 12 months, to what extent have the following factors driven the enhancement of cyber resilience in your organisation:

5%

4%

8%

9%

17%

30%

20%

24%

15%

14%

18%

22%

31%

24%

32%

33%

38%

42%

42%

38%

35%

25%

30%

28%

44%

39%

30%

31%

16%

20%

14%

14%

Management investment in people, processes and/or
technology

Increases in reported cyber crime activity globally and in
Australia

Training or advice from experts

Management reporting on cyber risks

Communications from governments and agencies (e.g.
ACSC)

An actual or attempted cyber attack to either your
organisation or an industry peer

Actual or potential regulatory change (e.g. SOCI Act
expansion, privacy legislation changes)

Pressure from stakeholders (e.g. Shareholders, customers
or suppliers)

Unsure Not at all Small extent Moderate extent Large extent



© Copyright Australian Institute of Company Directors or its licensors 2022. All rights reserved under Australian and foreign laws. 2021/22 V1 Strengthening society through world-class governance  | 10

Cyber as a Board Priority
Q. To what extent do you agree with the following statement ‘Cyber security is a high priority issue for my board’? 

6%

9%

13%

29%

43%

Strongly disagree

Somewhat disagree

Neutral

Somewhat agree

Strongly agree
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Subject of Cyber Incident
Q. Are you aware if your organisation has been the subject of a material cyber incident* in the past 12 months?

*‘Material cyber incident’ defined as a critical cyber security incident that has a significant impact on the provision of essential goods and services; and the event has materially 
disrupted the availability of those essential goods or services. 

16%

75%

8%

Yes, we have been briefed of such an
attack by management

No, we receive management reports
and have not been advised of any

material attacks occurring

Unsure, we have not asked for or
received management reporting on

material cyber attacks
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Organisational Cyber Security Framework and Focus

Q. Does your organisation have a cyber security framework or 
strategy in place?

53%

36%

12%

Yes, a formal framework or strategy is
in place

Yes, an informal framework or strategy
is in place

No

Q. To what extent does your organisation’s cyber security activities focus 
on the below areas?

5%

6%

6%

12%

16%

16%

18%

26%

29%

35%

33%

55%

46%

39%

40%

A strategy to prevent cyber
incidents

A strategy to detect cyber
incidents

A strategy to recover from cyber
incidents

A strategy to respond to cyber
incidents

Unsure Not at all Small extent Moderate extent Large extent
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Board’s Understanding of Cyber Concepts
Q. Please rate your board’s overall understanding of…

4%

5%

5%

14%

13%

15%

13%

14%

17%

16%

13%

14%

15%

17%

16%

19%

22%

41%

43%

40%

45%

48%

42%

37%

29%

26%

28%

22%

19%

16%

19%

The potential impact of a cyber security incident

Critical assets in the organisation (e.g. key data and
information assets)

The board's responsibility in managing cyber risks

Data governance and security

The current cyber resilience of the organisation

How to respond to cyber incidents

The legislative and regulatory obligations related to cyber

Very inadequate Somewhat inadequate Neutral Somewhat adequate Very adequate
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Board Practices to Build Cyber Resilience
Q. Below are some practices that boards have engaged in to prevent cyber incidents and build cyber resilience. Which of these activities does your 
board engage in? Please select all that apply. 

24%

19%

17%

15%

11%

9%

5%

Engaged external consultant to improve
cyber practices

Hire management staff with cyber
expertise

Upskill or train directors in cyber risks

Make cyber a specific focus of a board
committee

Cyber security simulation exercise

Appoint directors with cyber skills

Other. Please specify:
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Frequency of Board Reporting
Q. How often does your board receive reporting on… 

4%

4%

6%

12%

18%

19%

31%

39%

37%

40%

39%

43%

41%

36%

22%

Cyber incidents

Execution of cyber strategy or framework

Internal training and testing (e.g. phishing exercises, staff
compliance with training)

Cyber performance of key third-party suppliers

Not applicable Unsure Never Occasionally / Ad-hoc Regularly
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Board Cyber Training
Q. How often does your board receive training on cyber security?

43%

29%

24%

5%

My board does not receive training on
cyber security

Less than once a year

1 - 2 times a year

More than twice a year
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Responsibility for Cyber Security
Q. Who is primarily responsible for: (a) building cyber resilience in your organisation; and (b) reporting to the board on issues related to 
cybersecurity? Please select maximum 3 options in each row.

24%

13%

11%

9%

9%

8%

7%

6%

5%

5%

2%

2%

32%

13%

5%

10%

13%

5%

6%

2%

5%

6%

1%

2%

Chief Executive Officer (CEO)

Chief Information Officer (CIO)

IT team

Chief Financial Officer (CFO)

A board committee (e.g. Audit Committee,
Risk Committee, etc.)

External service provider

Chief Operating Officer (COO)

The Board

Chief Information Security Officer (CISO)

Chief Risk Officer (CRO)

Other

No particular person
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Organisational Cyber Resilience Practices
Q. Below is a list of organisational practices to prevent cyber incidents and build cyber resilience. To what extent does your organisation engage in 
the following practices?

4%

7%

6%

6%

7%

5%

8%

13%

9%

9%

5%

6%

10%

9%

15%

13%

17%

19%

17%

32%

18%

16%

20%

22%

19%

24%

25%

18%

26%

24%

32%

27%

29%

33%

27%

28%

30%

21%

30%

22%

41%

45%

35%

30%

32%

31%

21%

29%

19%

14%

Identify the organisation's critical assets and processes

Perform and regularly test data backups of key assets

Communicate cyber security strategy and training to staff

Conduct threat or risk assessments

Assess vulnerabilities or conduct penetration testing

Formalised response and recovery plans

Test cyber procedures with staff

Application of frameworks relevant to cyber security (eg.
NIST framework, ISO 27001, ASD Essential Eight, etc.)

Quantify the impact of a cyber attack

Conduct cyber security incident simulation exercises

Unsure Not at all Small extent Moderate extent Large extent
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Challenges Faced by Boards
Q. Below is a list of challenges that directors have told us they face when attempting to improve cyber practices in their organisations. To what extent 
do the following challenges apply to your board?

16%

21%

21%

28%

32%

48%

45%

51%

66%

26%

26%

29%

31%

34%

21%

27%

23%

18%

30%

29%

29%

26%

21%

17%

18%

16%

11%

26%

22%

20%

11%

9%

12%

8%

8%

3%

Resource limitations

Focus on near-term business priorities

Lack of cyber security expertise

Complexity of topic makes risk and opportunity
assessment too difficult

Uncertainty over obligations and government policy

Cyber security is viewed as an IT issue and not a board
issue

Unsure where to start

Not a board priority

Cyber security is not an issue that affects my organisation

Unsure Not at all Small extent Moderate extent Large extent
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Cyber Insurance Policy

Q. Does your organisation currently have a specific cyber insurance 
policy?

2%

9%

18%

54%

18%

Very unskilled

Somewhat unskilled

Neither unskilled nor skilled

Somewhat skilled

Very skilled

Q. You said that you [already have cyber insurance/are currently looking 
for cyber insurance], how difficult was it to find a policy that was suitable 

for your organisation?

9%

25%

39%

19%

8%

24%

28%

43%

5%

1%

Very difficult

Somewhat difficult

Neutral

Somewhat easy

Very easy

Already have cyber
insurance

Currently looking for
cyber insurance
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Reasons for Obtaining Cyber Insurance
Q. What are the motivations behind your organisation obtaining cyber insurance? Please select all that apply.

17%

39%

21%

6%

13%

4%

Helps us with access to expert
assistance

Insurance is seen as good value to
mitigate risk

The chances that we will be the subject
of a cyber attack is high

My business might not survive a cyber
attack

Cyber insurance is needed to remain
compliant

Other
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For more information about the results:

E: policy@aicd.com.au

THANK YOU
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